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HR Security

(Securing Sensitive Data)

“We have a duty to protect the information that has been entrusted to us.”

Paul Lam
9/19/18



Personally Identifiable Information (PlII)
Securing Sensitive Data

Sending Secure Email

Phishing Examples

Questions




Personally Identifiable Information (PIl)

Pll includes: Name, Email, Home Address, Phone Number, etc.
Sensitive PIl includes:

If Stand Alone: If Paired with Another Identifier:
Social Security Number (SSN) Last four digits of SSN
Driver’s License or State ID Number | Date of Birth
Passport Number Account Passwords
Financial Account Number Mother's Maiden Name
Credit Card Number (s) Protected Health Information (PHI)
Biometric Identifiers Criminal History

Any Information that may adversely
affect a person
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Securing Sensitive Data (Encryption)

Encryption & Decryption
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Plain Text Plain Text




Securing Sensitive Data

1. APPLICATION
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Enable Two-Factor Authentication

Use password with a minimum of 8 characters (uppercase, lowercase,
numbers, and special characters)

Use ‘https’ for accessing websites/applications

. STORAGE OR FILE TRANSFERS

Encrypt using zip (AE 5-256 with strong passphrase)
Hard Drive is encrypted at scurce and destination
USEB Drive is encrypted when transferring/storing
Use Managed File Transfer (Secure FTP)

Use [Secure] email for sending to external recipients

Password protect Email attachments and contact the recipient outside of
email to share the password (e.g., text, phone call)

. PAPER DOCUMENTS

Use secure printing (File — Print — Printer Properties — Job Type: Secure print)
Shred documents when not needed

Lock Drawers and Cabinets
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Applications/Websites

= Ensure URL has ‘https’ and you see
the ‘lock’& symbol.

B Sign in to your account
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Files

= Archive and set password (Recommend 7zip)

tep 1 - Archive Step 2 — Set Password

e o

Step 3 — Set Encryption
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Open
Edit

New

Print

Compare with SmartSynchronize
7-Zip

CRC SHA

Edit with Notepad++

Open with

Share with

WinMerge

Cisca AMP For Endpoints

Scan for threats

Restore previous versions
Sendto

Cut

Copy

Create shortcut
Delete

Rename

Properties

Open archive
Open archive

Extract files...

Extract Here

Extract to "VPN Procedure v3\"

Test archive

Add to archive..

Compress and email...

Add to "VPN Procedure v3.7z"

Compress to "VPN Procedure_v3.72" and email
Add to "VPN Procedure_v3.zip"

Compress to "VPN Procedure v3.zip” and email

C:MUserstschauhan'Desktap\
SecureFie zip

Archive:

Archive format

Compression level:
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Update mode: Add and replace files -

Options

Compression method:
Create SFX archive

Dictionry size K8

7] Compress shared fles
Wiord size: [ Delete files after compression
Solid Block size

Encryption
Number of CPU threads 8 - /8 Erter pasaword
Memory usage for Compressing 259 M8

Reerter passord
Memory usage for Decompressing 2m8
Splt to volumes, bytes

" = ] Show Password

Encryption methad: ZpCrypto

Parameters
oK ] [ —_ I [ Help

C:\Users\schauhan\Desktop',
SecureFie zip

Archive:

Archive format
Compression level Nomal

Compression method

=
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Dictionary size

Word size:

Soid Block size:

Number of CPU threads /8
Memory usags for Compressing 259 M8
Memory usage for Decompressing 2MB

Splt to volumes. bytes
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Parameters

Update mode: Addandreplacefies =
Path mode: Relative pathnames -

Options
Create SFX archive
[ Compress shared files

7| Delete files after compression

Encryption
Entter password:

Reenter passnord

1 Show Password

Encryption method:

0K | [ cancel | [ Heb
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Sending Secure Email

s External Emails External Entities
Insert [Secure] in Subject line ‘ °
bjec [Secure] QEmployee Benefits Update - John Smith #1234556

External

= Internal Emails Xemel Sherif

Send password protected file as an attachment
for all other ‘lacounty.gov’ departments

Do not send password in Emall
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External Email

[Secure] For your eyes only

Inbo=  x

Mathew Tran
to me [+

default text

[‘r’::u have received a secure message from the County of Los Angeles.]
To view your message

Save and open the attachment (message.html), and follow the instructions.
Sign in using the following email address: worktest100516@gmail.com

disclaimer

The infarmation in this email may be confidential, proprieta
h
you are hergby notified that any dissemination, distribution, publishing. modification, st

individual to whom it is addressed. If you, the reader of

amy of itz attachments is strictly prohib
copies of thiz message slong with any attachments.

d/for sensitive and iz intended only for use by the entity or
is email and/for its attachments, are not the intended recipient,

ited. If you have received this communication in error, please immediatel

ge or copying of this email or

Iy destroy all

County of Los Angeles Secure Email Portal

a Message encryption by Microsoft Office 365

B message.html

4

portal title

Encrypted message

From
MTran3@isd.lacounty.gov

To
worktest100516@gmail.com

To view the message, sign in with a Microsoft account, your work or school account, or use a one-time
passcode

L_—': Signin

() Use a one-time passcode
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External Email (One time passcode)
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johndoe@dpw.lacounty.gov

Please check your email, enter the one-time passcode and click

continue, The one-time passcode will expire in 15 minutes

One-time passcode

Didn't receive the one-time passcode? Check your spam folder or gel

Here is your one-time passcode

54918131

To view your message, enter the code in the web page where you
requested it.

NOTE: This one-time passcode expires 15 minutes after it was requested.

Don't want to use one-time passcode every time you get a protected

message? Use your email address to ¢create a Microsoft account
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Email Security Tips

Redact Sensitive information (if not needed)
NO Sensitive Data in email body

Password PROTECT FILE with sensitive data (Do not
Include the password)

Contact the recipient outside of email to share the
password (e.g., text, phone call)




How to identify a Phishing scam?

o x == & l/ o N e Y 4. 1CS-CERT ¥ ‘09~ 5% Mark Unread e P q
| Ce .
| € € = &3 To Manager v [ 3 Categorize ~ ax BE
® _ Delete Archive Reply Reply Forward 5. — Move Translate | Zoom
S ~\ Team Email v N v > v NSe
All ean v 8 > Follow Up . "
Delete Respond Quick Steps e Move Tags Editing Zoom ~

820 B IS B v
Tue 9/18/2018 3:52 PM

JH Jeff Howard@dpw-lacounty.gov

Urgent Request
To Human Resources

, . ~1INTY € . c .
Retention Policy LACOUNTY S Year Delete (S years

+ Get more add-ins

I want you to send me the list of W-2 copy of employees wage and tax statements for 2017. | need them in PDF file type, you can
send it as an attachment. Please prepare the list and email them to me asap.

Thank you
leff Howard
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Phishing Tips

= Do not reply, click on links, or call unknown
numbers.

= Contact sender or businesses directly to
confirm message.

= Do not provide any personal information in
response to a text message.




Sec rity is not complete without !

= Always lock computers (Winsg + L) and other
valuables when walking away from your desk.

= Report

Incident to Help Desk @ (626) 458-4118

Theft to HQ Security @ (626) 458-4040
= T Security Information

https://go/security




