
HR Security
(Securing Sensitive Data)

“We have a duty to protect the information that has been entrusted to us.”

Paul Lam
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Personally Identifiable Information (PII)



Securing Sensitive Data (Encryption)



Securing Sensitive Data



Applications/Websites

 Ensure URL has ‘https’ and you see 

the ‘lock’ symbol.



Files

 Archive and set password (Recommend 7zip)

Step 1 - Archive Step 2 – Set Password Step 3 – Set Encryption



Sending Secure Email

 External Emails

 Insert [Secure] in Subject line

 Internal Emails

 Send password protected file as an attachment 

for all other ‘lacounty.gov’ departments

 Do not send password in Email

External Entities

BOSDA

External 
Agencies

Sheriff



default text

disclaimer

logo

portal title

External Email 



External Email (One time passcode) 

Step 1 – Select ‘Use a one-time passcode’ Step 2 – Receive a one time passcode via email



Email Security Tips

 Redact Sensitive information (if not needed)

 NO Sensitive Data in email body

 Password PROTECT FILE with sensitive data (Do not 

include the password)

 Contact the recipient outside of email to share the 

password (e.g., text, phone call)



How to identify a Phishing scam?



Phishing Tips

 Do not reply, click on links, or call unknown 

numbers.

 Contact sender or businesses directly to 

confirm message.

 Do not provide any personal information in 

response to a text message.



Sec_rity is not complete without U!

 Always lock computers (Win     + L) and other 

valuables when walking away from your desk.

 Report 

 Incident to Help Desk @ (626) 458-4118

 Theft to HQ Security @ (626) 458-4040

 IT Security Information

 https://go/security


